
Additions to the Incident Log 


Possible data breach 

It was reported by a member of staff that potentially sensitive information had been located in 
recycling/rubbish bins


Action: The Chair of F&G and the Fiancé Officer immediately secured the material and reviewed it.  


Findings; It appears that all sensitive information is correctly being shredded/ placed in separate 
collection areas for safe disposal. However, it appears some secure data held for safe disposal 
was accidentally be mixed with general recycling.  It was clear the breach was limited given the 
condition of the material, which had already been torn up and mostly illegible due to being very 
wet.  Partial address details recognised by one member of staff were visible on close inspection 
but the risk of a serious data breach was considered negligible in this instance.  However, a 
secure bin was found to be unlocked. It was noted a universal meter cupboard key unlocks these 
bins.


Mitigation: All sensitive and/or personal information for disposal to be shredded immediately and 
shredded waste to be placed regularly in secure bins.  Secure shredding bins to remain locked 
and kept in the office at all times.  All staff to be reminded only the Finance Officer and Clerk can 
unlock the bins.  Cleaning staff to be retrained in disposal of waste from offices



Protection of Council Property 

It was reported that the gauge for the diesel tank contents in the cemetery had dropped 
significantly in the period between 14 December 2023 and 28 December 2023


Action:  The Finance Officer reviewed the CCTV from the cemetery


Findings: A vehicle was identified on site being refilled from the Council’s diesel storage tank on 
Saturday 23 December at approx 08:30am.  This vehicle is not a Council owned vehicle.


Action: The FO reported the matter to the Chair of the Council, the Clerk and the F&G committee 
as required by CPC Fraud Response Plan.  


The Fraud Response Plan is designed to ensure timely and effective action in the event of 
suspected fraud by: 

• Seeking to minimise the extent of the fraud by taking prompt action


• Preventing further losses where fraud had occurred. 


• Maximising the recovery (or the chances of recovering) any financial losses 


• Ensuring the accuracy and integrity of evidence for successful criminal prosecution and / or 
disciplinary action 


• The early identification of any system weaknesses and the lessons to be learnt for preventing 
them in the future 


• Maximising positive publicity where frauds are discovered and dealt with. 


• Deterring others from any illegal / inappropriate conduct they may be committing or  
contemplating.  



The driver of the vehicle has been identified as a Parish Council employee.  The Clerk is reporting 
the matter to Epping Forest Corporate Fraud Team as required by the Fraud response Plan .   
The investigating officer at EFDC Corporate Fraud Team will liaise and work with Chigwell Parish 
Council at the earliest available opportunity on disciplinary matters such as suspending the staff 
member to enable further investigation and protect vital evidence. 


Access codes/passwords for all office security, relevant email and computers to be changed to 
prevent the concealing or destroying of vital evidence or compromise the investigation and the 
collection of further evidence. 

Mitigation:  TBA


Valuation of Council Assets 

It was reported that the Polaris RTV was no longer functional and had a negative value with 
limited options for disposal that were presented as a cost to have removed or the possible sale to 
a sitting Councillor


Action: the Council’s existing procedures do not allow the disposal of an asset without the 
agreement of Full Council.  On 30 November Full Council delegated responsibility to F&G for the 
evaluation and possible replacement of the EV with another vehicle(s).  F&G asked the Clerk to 
commission R.C. Boreham & Co of Chelmsford (the nearest Polaris dealer) to collect the RTV and 
report on its condition, value and cost of repairs.  This report is being considered by F&G at the 
meeting of 9 January 2024.  The report shows the vehicle required new batteries and minor 
repairs costing less than £4K.  Once these works are done, the vehicle would have a resale value 
of a minimum £9.5K


Findings: it was found the Council’s procedures for disposal of assets protected the Council in 
this instance but that this may not have been the case had the initial report from staff detailing the 
RTV as having a negative value been accepted by Full Council.  


Mitigation: Consideration to be given to amending the Standing Orders/Financial Regulations to 
confirm that any asset with a purchase price in excess of £250 must be valued by the Clerk and 
Finance Officer prior to disposal and that valuation agreed by Finance and Governance who 
would then propose the disposal of any asset to Full Council.  The valuation of any asset with a 
purchase price between £1,000-£5,000 should be valued by an independent third party in writing 
unless otherwise agreed by F&G whereupon it can be valued by the Clerk and Finance Officer 
who should provide a written report of their methodology and findings.  The valuation of any asset 
with a purchase price above £5,000 can be valued by the Clerk and Finance Officer who should 
provide a written report of their methodology and findings but this must be accompanied by an 
independent valuation by at least one third party in writing.  F&G are able to seek up to three 
independent valuations if members request the same.


Invoice Errors 

It has been reported a client has been incorrectly invoiced for Council services


Action: The FO to review invoices and report to F&G.  Corrected invoices to be issued in the 
interim if required.


